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security teams understand whahishingis.
The problem is they do not know how, or do
not have the time and resources, to teach
people what phishing is and how to detect
or defend againsk U ®§
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-+ . The Examples Are Endless
threat(post) | Y KN

ICYMI: #Mozilla Patches Years Old RSA Signature
09/29/14 Forgery in #Firefox, Thunderbird, NSS - http://t.co
16ZFf6Wmyl0 #Crypto

Welcome > Blog Home > Apple > Apple Phishing Scam Steals Credentials, Credit Cards
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Howbad is it out there?

» Malware

Kaspersky Lab
IS currently
processing
300,000

unique malware
i samples i
i EVERY DAY
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2014 MOBILE MALWARE STATISTICS
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2013: MOBILEMALWARBENSTALLATION PACKAGES

» In 2013,
I 3,905,502
installation
packages were
used by
cybercriminals to
distribute mobile
malware.
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» From 2012-2013
we detected
approximately
10,000,000
unique malicious
installation
packages
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Q2 2014 by the numbers from the lab

According to KSN data, Kaspersky Lab products detected and neutralized a total of 995,534,410
threats in the second quarter of 2014.

Kaspersky Lab solutions repelled 354,453,992 attacks launched from online resources located all
over the world.

Kaspersky Lab's web antivirus detected 57,133,492 unigue malicious objects: scripts, web pages,
exploits, executable files, etc.

145,386,473 uniqgue URLs were recognized as malicious by web antivirus.

39% of web attacks neutralized by Kaspersky Lab products were carried out using malicious web
resources located in the US and Germany.

Kaspersky Lab's antivirus solutions detected 528,799,591 virus attacks on users' computers. A total
of 114,984,065 unique malicious and potentially unwanted objects were identified in these incidents.

In Q2 2014, 927,568 computers running Kaspersky Lab products were attacked by banking
malware.

A total of 3,455,530 notifications about attempts to infect those computers with financial malware
were received.
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2013 Corporate Threats Survey

Viruses, worms, spyware and other malicious programs _ 6%

61%

Spam

Phishing attacks 36%

Network intrusion / hacking U%

Theft of mobile devices (smartphones/tablets) 1%

=
=

DoS,DDoS attacks

1%

Theft of larger hardware (desktops, laptops etc.)

Corporate espionage (involving people, not IT systems) 1%

Targeted attacks aimed specifically
atour organization / brand

=
= I

%

None

https:// www.securelist.com/en/analysis/204792317/Kaspersky Security Bulletin 2013 Corporate thrJ&ASPERSI

Adm: 27
one cyber attack in the last
12 months

Adz 27
victims of a targeted attack

A Malicious programs could
soon replace company
Insiders as the way of
gathering information
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https://www.securelist.com/en/analysis/204792317/Kaspersky_Security_Bulletin_2013_Corporate_threats
https://www.securelist.com/en/analysis/204792317/Kaspersky_Security_Bulletin_2013_Corporate_threats

